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TOSHIBA

1. Overview

From the 1% of October 2022, Microsoft has made changes to their Cloud Services with Basic
Authentication being disabled for POP3 and SMTP. The deprecation of Microsoft Basic Authentication
comes as Microsoft strives to continually improve security for Users by disabling older and less secure
methods of authentication for their cloud offerings. Basic Authentication is superseded by Modern
Authentication (based on OAuth 2.0). For more information, go to Deprecation of Basic Authentication in

Exchange Online.

In response to this change, Toshiba has introduced Cloud Authentication for Email for Toshiba e-
BRIDGE Next (eBN) Series Il devices**. This new feature provides native Modern Authentication
support to our Toshiba eBN devices, allowing Users to continue using e-Mail transmission (send and
receive) using their Microsoft Exchange Online accounts.

**Minimum Firmware versions will apply — refer to section 1.1 Firmware Table for more information.

1.1 Firmware Table

Generation Model Minimum
Firmware Version
eBN Series lll e-STUDIO2020AC 1801

e-STUDIO2525AC / 3025AC / 3525AC
e-STUDIO4525AC

e-STUDIO5525AC / 6525AC
e-STUDIO6526AC / 65527AC / 7527AC
e-STUDIO2528A

e-STUDIO5528A / 6528A
e-STUDIO7529A / 9029A

1.2 What can | do?

You can use this guide to enable Cloud Authentication for Email for supported Toshiba devices
and use Microsoft Modern Authentication for SMTP and/or POP3 Clients. Alternatively, contact your
I.T. Administration Support to make these changes.

The procedures covered in this guide will assist in configuring the following;

e Microsoft 365 Settings
e SMTP Client Settings
e POP3 Client Settings
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2. Microsoft 365 Setup

In order to use Modern Authentication for your Microsoft account, it must be enabled on your Microsoft
365 account. This setting is enabled by default, however you can follow the steps below to confirm.

2.1 Modern Authentication Setting

1. Log into Microsoft 365

i Microsoft 365 admin center A serch

admin center with an =
.. - Add cards

Administrator account 6 e
R Users ~ Microsoft Teams . User management
' Teams & groups ~
% roles . Support remote workers with User management
B Resources v Teams

Add, edit, and remove user accounts, end reset passwords.
£ Eilling w
Learn how to manage Teams for remote werk, with setup

{0 s “ guiciance, shorl v d tips.
& Settings » @ Teams is on for your organiation
& setup @ Check satup status for new Teams users

2. Select Settings = Org Settings = Modern Authentication

3. Select the tickbox “Turn — =
on modern
authentication for
Outlook 2013 for
Window and later” and
click Save

Modern authentication

Modern authentication in Exchange Online provides you a va
increase security in your organization with features like condi

mailboxes.

Basic authentication is the less secure method used by older
Microsoft recommends that you turn off basic authentication

specific protocols.
Learn more about basic authentication
View basic authentication sign-in reports in the Azure portal

Learn more about modern authentication

riety of ways to =
itional access and

multi-factor authentication (MFA). When you turn on modern authentication,
Outlook 2013 for Windows or later will require it to sign in to Exchange Online

client applications.
for your

organization. You can either enable security defaults in the Azure portal to turn off
basic authentication for all protocols, or use the controls below to turn it off for

(recommended)

Turn on modern authentication for Outlock 2013 for Windows and later l

(D Before you tum off basic authentication for protocols, view your
Azure portal to make sure people in your organization aren't usi

Save

@ Help & support

ng them.
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3. Sending e-Mail: Scan to e-Mail

To use Microsoft 365 with Modern Authentication to send Scan to e-Mail jobs, we must configure the
SMTP Client to use Cloud Authentication for e-Mail.

3.1 Setting up the SMTP Client

1. Obtain the MFD’s IP address:
¢ From the Control Panel, select User Functions
e Enter the Admin password to continue
e Select Network
e Select IPV4
e Under IP Address is the Address you will need to type into your web browser
The IP address is a set of four numbers separated by a period (.)

Note: Please contact your organisation’s I.T. Administration Support if the default Admin
password has been changed.

2. Open a Web browser, and type
“http://” followed by the MFD’s IP
address, without any spaces, into C [Q http//192.168.0.50]
the web browser address bar

@ New Tab x +

3. Select Login in the top right-hand

corner and enter the username TopAccess

and password for admin account

Login with your TopAccess User Name and Password

Note: Please contact your organisations |.T. Administration Support if the admin password does
not work as it may have been changed

4. Navigate to
Administration 2>

Setu p 9 Network 9 Device Network - SMTP Client
H Basic Sefting
SMTP Client I Job status v e comesten et [ Erecite_|
SSUTLS Sefings
Bl Loss ~ Enable SMTP Client
E— =
WSD SSUTLS
0880 Counter SMITP Server Address
™ POP Before SMTP
ser
ol [YELELEETE Authenticaiion
[
«© Administration
[
=ED Bonjpur 100 ]
-Security > Lobile Sean(eSCL) Setiing
shup
se SMTP Client Connection Timeout(1-130) Second:
100 Setting
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5. Input the following

e Enable SMTP Client — Enable

e Enable SSL/TLS — Accept all certificates without CA

e SMTP Server Address — smtp.office365.com

¢ Authentication — Application

¢ Login Name — Enter your Microsoft 365 account e-Mail address
e Password — Leave Blank

e Port Number — 587

Network - SMTP Client Sae || camcel

Basic Setting

Filteting Cannection Test

SEUTLE Seftings

Enable SMTP Client
ShB "
e Enable 95LTLS [Accentall cetificates withaut 4w
WSD S5UTLS STARTTLS v
SMTP 5
I SMTP Server Addrass [ertp.omce36s.com
ETP Server
POP Bafore SMTP
LEAE.Clicrt Authentication Application v
TP Client
FTP Client
Lagin Mame | onmicrogoft.ce
Bonjour Pagssword
Mobile Scan{esCL) Sefting
Maxirmum Email [ InternetFax Sized2-100 30 B
i 100
oL Port Murnber 587
Syslog Settin
20 2 SMTP Client Connection Tirmeout(i-180) Seconds
IPXISPX

6. Click the Assignment button

Network - SMTP Client save || Gancel

Basic Setting

Filtering Connection Test

S5LTLS Settinos
Enahle SMTP Client [Enabie v |

)
=

B

TP Enable S5UTLS |Accem all certificates without CA v
WED S5UTLS STARTTLE  ~
SMTP Serer
e SMTP ServerAddress |smtp.0fﬂc9365 carm
ETP Server

POF Before SMTP
LDAP Client —

Authentication Application
SMTP Client
ETP Client

Login Marme | onrmicrosoft.ccf
Banjour Passward
hiobile ScanieSCL) Settin

2 Mairnurn Ernail f InternetF ax Size(2-100) 0 Me

ShMP
SLF Fort Murmber a7

Syslog Setting

SMTF Client Connection Timeout(1-1300 a Seconds

IPHISP

7. Select “Cloud Authentication for
Email” and click OK

Ok Cancel

D Marne

@ 10000000-0000-0000-0000-500000000001 | Cloud Authentication for Ermail
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8. Select Save

SMTP Client Save Cancel
Connettion Test __Execute

9. Click OK to continue
Successfully Saved,
Please set the assigned application setting.

10. Click the “Cloud Authentication for Email” link

Authentication Application
Assignment IQLD.U.d.Ath.&DIL&aIL&D.E&LEm.aLl

Login Mame |:

Lanmicrosoft.ce

Password

11. Under Account Name, enter the same e-Mail account used in SMTP Client = Account
Name, tick “Send Email” and click Account Registration

Cloud Authentication for Email

Account settings

*Cloud service | Microsoft Exchange Online v

*Account name

| example@mydomain.onmicrosoft.com

*Please enter a value that matches the Account name of the PORP3ISMTP Client setting.
[ receive Email

Send Email

Account registration

Account narne Permission to receive Email Permission to send Email Cloud service

12. When the Microsoft Login page
appears, sign in with the same BS Microsoft

e-Mail account Sian i
ignin

example@mydomain.onmicrosoft.com

Can't access your account?
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13. Read through the terms in the Access
Permissions screen, select “Consent B® Microsoft
on behalf of your organisation” and
click Accept

example@mydomain.onmicrosoft.com

Permissions requested

P Cloud Authentication for Email
== TOSHIBA TEC CORPORATION #

This app would like to:
~ Maintain access to data you have given it access to
v/ View users' basic profile

~ Read and write access to mailbaxes via POP.

Consent on behalf of your organisation

If you accept, this
all users in your ol
review these perr

jill get access to the specified resources for
ation. No one else will be prompted to

Accepting these permissions means that you allow this app to use
your data as specified in their Terms of Service and Privacy
Statement. The publisher has not provided links to their Terms
for you to review. You can change these permissions at
https://myapps.microsoftcom. Show details

Does this app look suspicious? Report it here

14. A confirmation screen will display saying “Access was approved. Please continue on the
MFP panel.”

TOSHIBA

Access was approved. Please continue on the MFP panel

15. Return to the “Cloud Authentication for Email” window in TopAccess and confirm that the
Microsoft 365 account was successfully registered to send e-Mails

Cloud Authentication for Email

Account settings

*Cloud service |Micmsoﬂ Exchange Onling  «

*Account name |

*Flease enter a value that maiches the Account name ofthe POP3SMTR Client setting.
[ Recetve Email

Send Email

Account name Permisslizliatilil receive Permisg:::_rali:u send Cloud service
O in.onmicrosoft.com Disable Enable Microsoft Exchange
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4. Receiving e-Mail: e-Mail Printing
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The Toshiba MFD can be configured to print e-Mail jobs from a Microsoft 365 account. The POP3 Client
will need to be setup to receive Internet Fax and e-Mails.

4.1 Setting up the POP3 Client
1. Obtain the MFD’s IP address:

e From the Control Panel, select User Functions
e Enter the Admin password to continue

e Select Network
e Select IPV4

e Under IP Address is the Address you will need to type into your web browser

The IP address is a set of four numbers separated by a period (.)

Note: Please contact your organisation’s I.T. Administration Support if the default Admin

password has been changed.

2. Open a Web browser, and type
“http://” followed by the MFD’s IP
address, without any spaces, into
the web browser address bar

3. Select Login in the top right hand
corner and enter the username
and password for admin account

@ New

Tab x -+

c [ htp//192.168050)

TopAccess

Login with your TopAccess User Name and Password

Note: Please contact your organisations |.T. Administration Support if the admin password does
not work as it may have been changed

v s = ]
Administration 2>

Setup = Network 2>
POP3 Client

Network - POP3 Client

Basic Setting

Fitering Gonnection Test

SSLTLS Seftings

Enable POP3 Client

Enable SSLTLS

Authentication
Type POP3 Login

Account Name

Part Number

Mobile Scan(eSCLY Setting
ShME

5LP POP3 Client Conne tion Timeoul t1-180)
Syslog Setting

S5UTLS Port Number

RINIREIEINEE

=

@
2
&

]
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Input the following

e Enable POP3 Client — Enable

TOSHIBA

e Enable SSL/TLS — Accept all certificates without CA
e POP3 Server Address — outlook.office365.com

¢ Authentication — Application

e Account Name — Enter your Microsoft 365 account e-Mail address

e Password — Leave Blank
e Port Number —110

Connection Test
Enable FOP3 Client [Enable v|
Enable SSLITLS | Accept all certificates without CA v
POP3 Server Address [outlook.office365.com [ ]
Authentication Application v
Type POP3 Login [aUTO v
Account Name | example@mydomain.onmicrosoft.com |
Password ®
Scan Rate M\nutes
Port Number
SSUTLS Port Number
POP3 Client Connection Timeout(1-180) [30 |seconds
Click the Assignment button S eCTprere o
POP3 Server Address

Authentication

Type POP3 Login

|outlook office365.com

Select “Cloud Authentication for
Email” and click OK

0K Cancel

[In] Marne

® 10000000-0000-0000-0000-500000000001 | Cloud Authentication for Ermail

Select Save

Network - POP3 Client

Basic Setting
Filtering

swe [N cancel

Connection Test Execute

Click the “Cloud Authentication for
Email” link

Enable PCP3 Client
Enable SSLTLS
PGP3 Server Address
Authentication

Type POP3 Login

Enable +

[Accept all certificates without CA

v

|nutlunk office365 com

[Application |

| Assignment | cioud Authentication for Emai\l

[auTO ~|
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10. Under Account Name, enter the same e-Mail account used in POP3 Client = Account
Name and click Account Registration

Cloud Authentication for Email

Account settings

*Cloud service ‘ Microsoft Exchange Online V|

“Account name jn.onmicrosoft.com
Account registration

11. When the Microsoft Login page
appears, sign in with the same &2 Microsoft
e-Mail account Signin

example@mydomain.onmicrosoft.com

Can't access your account?

12. Read through the terms in the
Access Permissions screen, select B Microsoft
“Consent on behalf Of your example@mydomain.onmicrosoft.com
. . » . Permissions requested
organisation” and click Accept

b Cloud Authentication for Email

' TOSHIBA TEC CORPORATION #

This app would like to:

~v Maintain access to data you have given it access to
s View users' basic profile

Read and write access to mailboxes via POP.

Consent on behalf of your organisation

If you sccept, this app will get access to the spcified resourt
all users in your No one slse will be prompted
review these permis:

ces for
to

Accepting these permissiens means that you allow this app to use
your data as specified in their Terms of Service and Privacy
Statement. The publisher has not provided links to their Terms
for you to review. You can change these permissions at
htps://myapps.microsoftcom. Show details

Does this app look suspicious? Report it here

13. A confirmation screen will display saying “Access was approved. Please continue on the
MFP panel.”

TOSHIBA

Access was approved. Please continue on the MFP panel
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4.2 Setting up e-Mail Direct Printing

Enabling e-Mail Direct Printing in TopAccess instructs the MFD to automatically print e-Malil
attachments for e-Mail print jobs. Supported formats for e-Mail Direct Printing include PDF, JPEG,
XPS and TIFF files.

Ensure that the POP3 Client is setup and working prior to setting up e-Mail Direct Printing (see
Setting up the POP3 Client).

1. Obtain the MFD’s IP address:
e From the Control Panel, select User Functions
e Enter the Admin password to continue
e Select Network
e Select IPV4
e Under IP Address is the Address you will need to type into your web browser
The IP address is a set of four numbers separated by a period (.)

Note: Please contact your organisation’s I.T. Administration Support if the default Admin
password has been changed.

2. Open a Web browser, and type “http:.//” @ NewTab x  +
followed by the MFD’s IP address, without
any spaces, into the web browser address C [Q http//192.168.0.50]

bar

3. Select Login in the top right hand corner

and enter the username and password for TopAccess

admin account

Login with your TopAccess User Name and Password

Login Cancel

Note: Please contact your organisations I.T. Administration Support if the admin password does not
work as it may have been changed

4. Goto Administration - Setup - Printer

5. Scroll down to Default Direct Print
Setting and set Email Direct Print to
A u t O 1 Email Direct Print

Email Direct Print

Enable Print Header

nable v
Enable Print Message Body
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5. Change the Settings under Default Direct Print Setting to determine how the attachments will print
from the MFD

LT=-=f4 [ LD =—=A3 Enahle E
Wide A4 Mode (for FCLY
Restriction far Print Jokb
ﬂefaull Direct Print Setting \
Colour Mode
2-Sided
Size Ad -
Finishing
POF Qwaratint
PDF Friofitize Original Size M v
0 Adminis sy | FDF Size Options Fit y
-Setup > Email Direct Print

Ernail Direct Print

Enable Print Headsr
Enable Print Messane Body

Driver Customization Packages Setting

Enahle Download Enable

I
=3
=)

Default Raw Joh Setting

6. Click Save to apply changes
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