
Your challenge
In today’s world an MFP handles more than just paper. It 
processes large amounts of sensitive data, is part of complex 
digital workflows and is accessed by many people from 
different devices. So how do you ensure that information does 
not end up in the wrong hands by mistake?

Our solution
Toshiba offer various possibilities of securing your data and 
documents to help your business meet the increasing security 
challenges of today’s world. All our e-BRIDGE Next models 
fulfil the highest security standards to protect your data from 
unwanted access without compromising the efficiency and 
performance of the systems. 

Various features - such as the Toshiba Self encrypted HDD, 
role-based access control or user authentication at the device 
- let you decide which information should be given to whom. 
Once you have set the rules, the MFP will protect your data 
for you. 

• 	�Protect your data from unauthorised
access and make sure that
what is yours, stays yours.

• 	�Benefit from state-of-the-art
security features standard with
all new Toshiba systems.

• 	�Increase your data security by using a
Toshiba MFP to safeguard the information
which is most valuable to you.

Highlight Feature

Security



SECURITY

Your benefits
When using all standard features offered on the new Toshiba 
systems, you can be sure your business critical data is safe. 
Role-based access rights and built-in user authentication 
regulate who may retrieve or show which document. 

Additionally, the hard disk drive in Toshiba MFPs uses a 
complex encryption and authentication method, which only 
allows the MFP it has been installed in to access the data. If 
removed and connected to another PC or MFP the data can 
not be extracted. Instead the incry ption key, which is stored on 
the HDD itself, will be deleted. This also ensures that you can 
instantly and permanently delete the entire data on the HDD at 
the end-of-life of your MFP.

Where to use
Every business wants their data to be safe, but for some this is 
critical. Leakage of information or confidential data can result 
in an financial disaster or crisis.

•• Medical
–– Protect confidential patient information

•• Law firms
–– Ensure only authorised personel gain
access to your clients’ data.

•• Manufacturing
–– Ensure your blueprints and design details
remain safe from industrial espionage.

Don’t let security threats restrict your growth and success. 
Focus on your core business and let us protect your valuable 
information.

1) Optional

Protecting your data

•• Document Security

–– SecurePDF
–– Private Print
–– Secure e-Filling
–– Secure Fax

•• Device Security

–– Secure HDD
–– SSL/TLS
–– IP/MAC Address Filtering
–– SMB Signing
–– IPSec1)

–– Data Overwrite Enabler1)

–– Private Templates
–– Digital Certificate

•• Access Security

–– Network Authentication
–– Role Based Access
–– Usage Limitations
–– Card Authentication1)

–– Department Codes
–– Secure Log Records

For more information and a complete list of MFPs with this feature please contact us:

TOSHIBA (Australia) Pty Limited
Building C, 12-24 Talavera Road,
North Ryde. 2113.  Australia
Tel: 1300 794 202

New Zealand
58 Lunn Avenue, Mt Wellington
Tel: 09 570 8530

www.toshiba-business.com.au 
www.toshiba-business.co.nz
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